CHK290COM: Technology and it’s Social, Legal and Ethical Context
	Module size
	Half

	Total student study hours
	100

	Pre-requisites and co-requisites
	None

	Excluded Combinations
	None


Aims and Summary

This module provides an opportunity for students to explore the social, legal and ethical contexts surrounding contemporary digital technology. It presents the laws governing use of computers from many perspectives including: crime; contracts; data protection; freedom of information; copyright; and audit. As well as looking at law students will consider a range of broader ethical issues that are important in work and leisure settings. Students are encouraged to develop perspectives on issues relevant to technology and society and technology and the workplace.

Intended Module Learning Outcomes

On completion of this module, a student should be able to: 

1. Understand areas of UK law relating to computer use.

2. Assess digital investigation scenarios to consider and determine whether people are acting within the law.


3. Develop a reflective portfolio of perspectives on issues relating to technology, culture and society with emphasis on professionalism in this context.

4. Demonstrate an effective approach to discourse and contribution within a group learning environment. 

Indicative Content

Intellectual Property

Overview of intellectual property. Copyright law and its alternatives. New business models for the exploitation of IP.

Computers and Crime

Nature of computer crime; fraud; hacking; unauthorised modification; piracy; computer misuse act.

Privacy and Data Protection

Social Networking: Private lives lived in public.  Social sharing and personal privacy. Data Protection Act; Rights of individuals; obligations of information holders.

Freedom of Information

Freedom of Information act.  Publication Schemes. Privacy requirements.

Digital Investigation

Framework for digital investigation; evidence gathering; documentation; legitimacy of ethical hacking; Regulation of Investigatory Powers Act. Difference between commercial and judicial law enforcement forensics work. Data security during investigations: imaging original data; write blocking; tagging; evidence labels. ACPO (association of Chief Police Officers) Guidelines for computer based electronic evidence.

Technology and Identity.

The technological self. Professional identity and technological competence. Dependency and its opposite.

International Context

Internationalisation. Variation in laws across different countries. Application of law in global internet crime.  Global implications of computer law

The Digital Divide

The concept of information poverty.  Social and employment exclusions. Accessibility.

Sustainability and Technology

The concept of sustainability. Technology and waste. Technology and its role in sustainable development – case studies

Computer Professionalism

Principles and practices associated with being a computer professional. British Computer Society Code of Practice.

Teaching and Learning

Student activity and time spent on each activity comprises:

	Activity Type
	Time Spent
	Proportion

	Demonstration
	 
	 

	External Visits
	 
	 

	Fieldwork
	 
	 

	Guided
	 
	 

	Laboratory
	 
	 

	Lecture
	11 hours
	11%

	Placement
	 
	 

	Practice
	 
	 

	Project Supervision
	 
	 

	Self guided
	78 hours
	78%

	Seminar
	 
	 

	Studio
	11 hours
	11%

	Tutorial
	 
	 

	Work Based Learning
	 
	 

	Workshop
	 
	 

	Year Abroad
	 
	 

	Total
	100 hours
	 


Method of Assessment (normally assessed as follows)

	Assessment 
	Weight
	Learning Outcomes

	
	
	1
	2
	3
	4

	Coursework – Practical Demonstration 
	60%
	(
	(
	(
	(

	Coursework – Class Test
	40%
	(
	(
	
	


Re-assessment is by new coursework 

Assessment

	Composition of module mark:
	100% Coursework

	Pass requirements:
	Module Mark must be at least 40%


Essential Reading

Recommended Reading

Bott, F., Professional issues in information technology, 2nd edition, British Computer Society, 2014. [ISBN 1780171803]

Lloyd I (2014) Information Technology Law Oxford University Press. [ISBN-10: 0198702329]
Lunenfeld, P., The secret war between downloading and uploading: tales of the computer as culture machine, MIT Press, 2011. 

Required Equipment

None

