CK303CEM: Security and Compliance in the Cloud


Module size				Single
Level					3
Credit Unit				20
Total student study hours		200

Aims and Summary

The trend is for businesses to move their systems to the ‘cloud’, which raises a number of crucial issues regarding business continuity and risk management. This module practically examines and investigates this process and shows how cloud systems are designed, configured, secured and updated to effectively support modern business practices. The module assumes limited prior knowledge of both networks or operating systems.

The module has a practical focus, with students building and testing real examples of cloud systems.

Intended Module Learning Outcomes

On completion of this module the student should be able to: 
1. Demonstrate a sound understanding of techniques for business continuity such as Business Impact Analysis. 
2. Apply continuity planning and disaster management on both local and cloud-based ICT resources to an organisational scenario.
3. Design, build and test a range of secure, virtual networks to solve defined business requirements. 4. Use a range of tools and techniques to carry out a security audit and develop strategies to reduce risk. 
5. Interpret and apply relevant legal considerations when storing data in the cloud.

Indicative Content

Risk, Business Impact Analysis, Continuity and Compliance: Risk, disaster, crisis management and business continuity. Business decision process. The objectives and strategy placement of BIA. Techniques and lifecycle for conducting BIA. Compliance with standards, best practice and the law such as PCI-DSS, Business Continuity institute (BCI), British Standards Institute (BSI),. Business Continuity Planning, initiation, risk assessment, responsibility and the law, International perspectives mitigation and other aspects of a continuity plan. Conducting an ICT audit.
 
Networking and Security principles: TCP/IP, IP addresses, ports, port forwarding, firewalls, DHCP, DNS.The CIA model. Pen testing. Encryption and hashing, salts, nonces, randomness, certificates, PKI and the chain of trust, authentication (e.g. Basic authentication, Oauth2) and authorisation (e.g. MACs v DACs, Active Directory).
 
Virtualisation and cloud computing: Full/partial/para-virtualisation, hypervisors, migration, failover, consolidation ratio, application checkpointing, virtual disks. Implementation e.g. LXC, LXD. Models (IaaS, PaaS, SaaS), configuring, building and securing systems, public/private/hybrid cloud (GWS, AWS, Azure). Cloud persistence options e.g. DocumentDB,  MongoDB, object storage, eg. Amazon S3.
 
Build and Deployment: Configuration management: chef, puppet and salt, domain-specific language, eg. Ansible, Vagrant. FTP, Git, docker. Deployment: Orchestration, provisioning, eg. Capistrano, Fabric, Ansible. Automated builds, architectural choices. Management tools such as Kubernetes.
 
Clustering and Load Balancing: Clustered file system, data sharing, message passing (MPI/PVM). task scheduling, node failure management, configuration, management. Vs channel bonding. Point of failure, round-robin DNS, design, configuration, management, scheduling algorithms, persistence. Asymmetric loading, priority activation, TCP offload/buffering, priority queuing. Implementation: NGNX.
 
Disaster recovery: Server monitoring and reporting, failover (e.g. DNS redirects), points of failure, strategic management.

Teaching and Learning

The module will employ a variety of methods as appropriate.

Student activity and time spent on each activity comprises:
Lecture		11 hours	(5.5%)
Laboratory	44 hours	(22%)
Self-guided	145 hours	(72.5%)
Total	200 hours


Method of Assessment (normally assessed as follows)
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Coursework 1 is represented by group work, while Coursework 2 is represented by individual work.

For a failed module, re-assessment is by new coursework covering all learning outcomes.

Assessment
Composition of module mark:   100% Coursework
Pass requirements: Coursework 1 must be at least 40% and Coursework 2 must be at least 40% and Module Mark must be at least 40%

Essential Reading 
Morris, K. (2016) Infrastructure as Code. O’Reilly.

Recommended Reading 
Fitfield, T., Kersey, A., Montgomery, K. and Demarest, R. (2014). OpenStack Operations Guide. O’Reilly.

Shotts, W. (2012). The Linux Command Line: A Complete Introduction. No Starch Press, San Francisco. 

[bookmark: _GoBack]Bejtlich, R. (2013) The Practice of Network Security Monitoring: Understanding Incident Detection and Response. No Starch Press, San Francisco.

Required Equipment
None


